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1 Introduction

The RSA cryptosystem invented by Rivest, Shamir and Adleman in 1977 is to-
day’s most important public-key cryptosystem. Its wide application has drawn
much attention to its security. Let us begin by describing a simplified version
of RSA encryption.

The RSA modulus is the product of two large primes of the same size, usually
denoted by N = pq where p, q are the two primes. The encryption exponent
e, and the decryption exponent d are two integers satisfying ed = 1 mod ϕ(N)
where ϕ(N) = (p − 1)(q − 1). A message M is encrypted by C = Me mod N
where the pair e,N is called the public key. To decrypt the ciphertext C, the
legitimate receiver who owns d, called the private key or the secret key, computes
M = Cd mod N .

It is clear that the security of RSA cryptosystem relies on the difficulty of
inverting the RSA encryption function on the average, i.e. extracting eth roots
in the ring ZN . Subsequently, the first attack on RSA is to factor the modulus
N . Given the factorization of N , an attacker can easily construct ϕ(N), from
which the decryption exponent d = e−1 mod ϕ(N) can be found. Currently,
the running time of the fastest method to factor an n-bit integer in general is
exp((c+ (1))n1/3 log2/3 n) for some c < 2.

While this general method of factoring large integers is far from posing a
threat to the security of RSA, it is still unclear whether the difficulty of inverting
the RSA encryption function is equivalent to that of factoring large integers.
Indeed, researchers have long been exploring ways of recovering d or M without
directly factoring N . This survey on RSA attacks is intended to cover those
ways.

The article is organized as follows. Section 2, Section 3 and Section 4 deals
with the attacks enabled by the weak private exponent, the weak public expo-
nent, the partial key exposure and the implementation details of RSA respec-
tively. Section 5 concludes the article.
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2 Weak Private Exponent

2.1 Low Private Exponent

From M. Wiener [25], researchers have shown that a small d results in a total
break of the RSA cryptosystem. The Wiener’s bound on a small d is d <
1/3N1/4. In 1999, this bound is improved by Boneh and Durfee[5] to d ≤
N1−

√
1/2 ≈ N0.292. This result was achieved by writing the RSA equation as

k(N + 1− (p+ q)) + 1 = ed, k is some integer.

This in turn yields a bivariate polynomial f(x, y) = x(N + 1− y) + 1 with the
root (x0, y0) = (k, p+ q) modulo e. The bound to N0.292 was improved through
a Coppersmith-type approach.

2.1.1 Coppersmith Algorithm

The Coppersmith algorithm is an efficient way to find small roots of a modular
polynomial equation. Its univariate case is stated as follows.

Theorem 1. Let N be an integer of unknown factorization, which has a divisor
b ≥ Nβ , 0 < β ≤ 1. Let f(x) be a univariate monic polynomial of degree δ. Then
we can find all solutions x0 for the equation

f(x) = 0 mod b with |x0| ≤ cN

in time O(cδ5 log9 N).

Coppersmith proved this result for the special case β = 1. The term β2

first appeared in Howgrave-Graham’s work[14] for the special case δ = 1. A
proof of the theorem above first appeared in A. May’s PhD thesis ”New RSA
Vulnerabilities Using Lattice Reduction Methods”.

Coppersmith’s method generalizes in a natural way to modular multivariate
polynomials f(x1, . . . , xl). The idea is to construct l algebraically independent
polynomials g(1), . . . , g(l) that all share the desired small roots over the integers.
The roots are then computed by resultant computations. For l ≥ 2, this is a
heuristic method.

In the case of Boneh and Durfee’s bound, the bound is improved from the
polynomial structure of f(x, y) and a Coppersmith-type approach.

2.2 Large Private Exponent

Chein-Yuan Chen, Cheng-Yuan Ku and David C. Yen[8] finds ways to utilize a
Coppersmith-type approach to break the RSA system even when the value of d
is large.According to the proposed cryptanalysis, if d satisfies |λ − d| < N0.25,
the RSA system will be possible to be resolved computationally.
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At first, ed = k′λ+1, k′ is some integer holds where λ is 1/2ϕ(N) as gcd((p−
1), (q − 1)) = 2. And then let d to be large such that 0 < λ − d < N δ. Let
d′ = λ− d < N δ. Then

e(λ− d) = kλ+ 1

and furthermore,
ed′ = kA+ kS − 1

where k = e− k′, A = (N + 1)/2 and S = −(p+ q)/2. Therefore, the following
holds.

ed′ − kS + 1 = 0 mod A

where |k| < ed′/λ < d′ < N δ < Aδ and |S′| = |kS| < 2N δ+0.5 ≈ 2Aδ+0.5.
Now, the above problem can be rewritten as follows. Given a polynomial

f(x, y) = xe+ y + 1, find and (x0, y0) satisfying

f(x0, y0) = 0 mod A

where |x0| < Aδ,|y0| < Aδ+0.5. Through (x0, y0), we will get the value of
S = −(p+q)/2 and therefore the factorization of N . Chein-Yuan Chen, Cheng-
Yuan Ku and David C. Yen found if δ < 0.25 that will be achieved through a
heuristic Coppersmith algorithm.

2.3 Low Private CRT Exponents

Wiener’s famous attack on RSA with d < N1/4 shows that using a small d for an
efficient decryption process makes RSA completely insecure. As an alternative,
Wiener proposed to use the Chinese Remainder Theorem in the decryption
phase, where dp = d mod (p−1) and dq = d mod (q−1) are chosen significantly
smaller than p and q. The parameters dp, dq are called private CRT-exponents.
Since Wiener’s proposal in 1990, it has been a challenging open question whether
there exists a polynomial time attack on small private CRT-exponents. Ellen
Jochemsz and Alexander May[15] give an affirmative answer to this question,
and show that a polynomial time attack exists if dp and dq are smaller than
N0.073.

Let us begin by the usage of CRT in RSA encryption. Suppose one chooses
d such that both dp = d mod (p− 1) and dq = d mod (q − 1) are small. Then
fast decryption of a ciphertext C can be carried out as follows: first compute
Mp = Cdp mod p and Mq = Cdqmodq, and then use the CRT to compute the
unique value M ∈ ZN satisfying M = Mp mod p and M = Mq mod q. The
resulting M satisfies M = Cd mod N as required.

Following the notation of [15], e = Nα, dp < N δ, dq < N δ for some α ∈ [0, 1]
and δ ∈ [0, 1/2]. Since edp + k − 1 = kp and edq + l − 1 = lq for some integers
k, l, multiplying the two equations yields

e2dpdq + edp(l − 1) + edq(k − 1)− (N − 1)kl − (k + l − 1) = 0

which can be transformed into the linear equation e2x1+ex2−(N−1)x3−x4 = 0,
if we substitute x1 = dpdq, x2 = dp(l−1)+dq(k−1), x3 = kl, x4 = k+l−1. Again
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a heuristic Coppersmith algorithm is applied to the equation. Ellen Jochemsz
and Alexander May find for α = 1, the bound of δ is δ < 0.0734− ϵ.

3 Weak Public Exponent

3.1 Low Public Exponent

3.1.1 Hastad’s Broadcast Attack

Suppose that for each of the participants P1, ..., Pk, Bob has a fixed public
polynomial fi ∈ ZNi [x]. To broadcast a message M , Bob sends the encryption
of fi(M) to party Pi. By eavesdropping, Marvin learns Ci = fi(M)ei mod Ni

for i = 1, ..., k. Hastad[13] showed that if enough parties are involved, Marvin
can recover the plaintext M from all the ciphertexts.

Assume that the message M is smaller than mini{Ni}. The message is
preprocessed by known polynomial relations g1, ..., gk with degrees δ1, ..., δk,
respectively. Assume all gi(x) be monic.

Let N =
∏k

i=1 Ni. We compute by Chinese Remaindering a polynomial

f(x) =
k∏

i=1

bi(gi(x)
ei − ci) mod N

where the bi are the Chinese remainder coefficients satisfying bi mod Nj =
1 for i = j and 0else. Notice that f(M) = 0 mod Ni holds for i = 1, ..., k and
therefore f(M) = 0 mod N . Moreover, f(x) is by construction a univariate
monic polynomial. Let δ = maxi{δiei}, then f(x) is of degree δ. By applying
Coppersmith’s theorem with the parameters β = c = 1, we can find all roots M
provided that M < mini{Ni} ≤ N1/k ≤ N1/δ .

We see that Marvin can recover M from the given ciphertexts whenever the
number of parties is at least δ. In particular, if all ei’s are equal to e and Bob
sends out linearly related messages, then Marvin can recover the plaintext as
soon as k > e. Hastad’s original result is weaker than the one stated above.

3.1.2 Franklin-Reiter Related Message Attack

Franklin and Reiter[10] found a clever attack when Bob sends Alice related en-
crypted messages using the same modulus. Let N, e be Alices public key. Sup-
pose M1,M2 ∈ ZN are two distinct messages satisfying M1 = f(M2) mod N
for some publicly known polynomial f ∈ ZN [x]. To send M1 and M2 to Alice,
Bob may naively encrypt the messages and transmit the resulting ciphertexts
C1, C2.

Since C1 = Me1 mod N , M2 is a root of the polynomial g1(x) = f(x)e −
C1 ∈ ZN [x] . Similarly, M2 is a root of g2(x) = xe − C2 ∈ ZN [x]. The linear
factor x − M2 divides both polynomials. Therefore, the attacker may use the
Euclidean algorithm to compute the gcd of g1 and g2. If the gcd turns out to
be linear, M2 is found.
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If e = 3, the gcd must be linear. For e > 3, the gcd can be computed in
quadratic time in e and logN . Consequently, it can be applied only when a
small public exponent e is used. For large e the work in computing the gcd is
prohibitive. It is an interesting question (though likely to be difficult) to devise
such an attack for arbitrary e.

3.1.3 Coppersmith’s Short Pad Attack

The Franklin-Reiter attack might seem a bit artificial. After all, why should
Bob send Alice the encryption of related messages? Coppersmith strengthened
the attack and proved an important result on padding[9].

A naive random padding algorithm might pad a plaintext M by appending a
few random bits to one of the ends. The following attack points out the danger
of such simplistic padding. Suppose Bob sends a properly padded encryption
of M to Alice. Marvin intercepts the ciphertext and prevents it from reaching
its destination. Bob notices that Alice did not respond to his message and
decides to resend M to Alice. He randomly pads M and transmits the resulting
ciphertext. Marvin now has two ciphertexts corresponding to two encryptions
of the same message using two different random pads. Although he does not
know the pads used, Marvin is able to recover the plaintext.

Theorem 2. Let N, e be a public RSA key where N is n-bits long. Set m =
[n/e2]. Let M ∈ ZN be a message of length at most n −m bits. Define M1 =
2mM + r1 and M2 = 2mM + r2, where r1 and r2 are distinct integers with
0 ≤ r1, r2 < 2m. If Marvin is given N, e and the encryptions C1, C2 of M1,M2

(but is not given r1 or r2), he can efficiently recover M .

Proof. Define g1(x, y) = xe − C1 and g2(x, y) = (x + y)e − C2. We know that
when y = r2−r1, these polynomials have M1 as a common root. In other words,
∆ = r2 − r1 is a root of the resultant h(y) = res(g1, g2) ∈ ZN [y]. The degree of

h is at most e2. Furthermore, |∆| < 2m < N1/e2 . Hence, ∆ is a small root of
h modulo N , and Marvin can efficiently find it using Coppersmith’s theorem.
Once ∆ is known, the Franklin-Reiter attack of the previous sub-section can be
used to recover M2 and consequently M .

When e = 3, the attack can be mounted as long as the pad length is less
than 1/9 the message length. This is an important result. Note that for the
recommended value of e = 65537, the attack is useless against standard moduli
sizes.

3.2 Weak Public Exponents with Primes Sharing Least
Significant Bits

The LSBS-RSA is an RSA system with modulus primes sharing a large num-
ber of least significant bits. This RSA variant was suggested to improve the
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computational efficiency of server-aided signature generation in [2][23]. The se-
curity of LSBS-RSA under the partial key exposure attacks has been analyzed
by Steinfeld and Zheng[23] and Sun et. al. [12].

Xianmeng Meng and Jingguo Bi[17] show that most of the public exponent
are weak in an LSBS-RSA. Notice that if p and q sharing the m least significant
bits, then the m least significant bits are known which is guaranteed by the
lemma in [24]. Following that and a Coppersmith-type approach, Xianmeng
Meng and Jingguo Bi find that given (N, e) with e is an element of Z∗

ϕ(N)/4 that

satisfies ew+ z · 2(2(m−1)) = 0 mod ϕ(N)/4 with 0 < w ≤ 1/9
√

ϕ(N)/eN1/4+θ

and |z| ≤ c(ew)/(ϕ(N))N1/4−θ, one can compute p and q in polynomial time.
They further find that the number of these weak keys e is at least N3/4 + θ− ϵ,
where θ = m/ log2 N , and there exists a probabilistic algorithm that can factor
N in time O(N1/4 − θ + ϵ).

4 Partial Key Exposure Attack

4.1 Low Public Exponent

Let d be a private RSA key. Suppose by some means Marvin is able to expose
a fraction of the bits of d, say, a quarter of them. Can he reconstruct the rest
of d? Surprisingly, the answer is positive when the corresponding public key e
is small. Boneh, Durfee, and Frankel [6] showed that as long as e <

√
N , it

is possible to reconstruct all of d from just a fraction of its bits. These results
illustrate the importance of safeguarding the entire private RSA key.

Theorem 3. Let d be a private RSA key in which N is n bits long. Given the
pn/4q least significant bits of d, Marvin can reconstruct all of d in time linear
in e log2 e.

The proof of the theorem above relies on yet another beautiful theorem due
to Coppersmith[9].

Theorem 4. Given the pn/4q least significant bits of p or the pn/4q most
significant bits of p, one can efficiently factor N .

When the encryption exponent e is small, the RSA system leaks half the
most significant bits of the corresponding private key d. To see this, consider
once again the equation ed−k(N−p−q+1) = 1 for an integer 0 < k ≤ e. Given

k, Marvin may easily compute d̂ = [(kN +1) = e]. Then |d̂− d| ≤ k(p+ q)/e ≤
3k

√
N/e < 3

√
N . Hence, d is a good approximation for d. The bound shows

that, for most d, half the most significant bits of d̂ are equal to those of d. Since
there are only e possible values for k, Marvin can construct a small set of size e
such that one of the elements in the set is equal to half the most significant bits
of d. The case e = 3 is especially interesting. In this case one can show that
always k = 2 and hence the system completely leaks half the most significant
bits of d.
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4.2 Full Size Exponent

In [6] the question is posed whether there exist partial key exposure attacks on
RSA that work for public exponents larger than the square root of the modulus.
Matthias Ernst, Ellen Jochemsz, Alexander May and Benne de Weger[11] is the
first one that gives an positive answer. They present attacks for full size public
exponent that work up to full size private exponent. They also present a new
attack for full size private exponent that works up to full size public exponent.
Both of their results are based on a heuristic Coppersmith’s algorithm. Here we
just illustrate their first result.

Assume that p and q have the same bitsize, this p+ q < 3
√
N . And ed−1 =

kϕ(N) for some integer k. Suppose d is small and e is just smaller than ϕ(N).
Then we have k < (ed)/ϕ(N) < d. When MSBs of d are known, d can be
expressed as d = d̃+ d0 where where d̃ (representing the most significant bits of
d) is known to the attacker, but d0 (representing the least significant bits of d)
is not.

Let β and δ be parameters such that d ≤ Nβ and |d0| = |d− d̃| ≤ N δ. Thus
we have a polynomial f(x) = ex − Ny + yz + R where R = ed̃ − 1 has a root
(x0, y0, z0) = (d0, k, p + q − 1) with |x0| < N δ, |y0| < Nβand|z0| < 3N1/2. A
heuristic Coppersmith’s algorithm is able to be mounted.

Matthias Ernst, Ellen Jochemsz, Alexander May and Benne de Weger find
if those parameters satisfy:

δ ≤ 5/6− 1/3
√
1 + 6β − ϵ

or
δ ≤ 3/16− ϵ and β ≤ 11/16

or
δ ≤ 1/3 + 1/3β − 1/3

√
4β2 + 2β − 2− ϵ and β ≥ 11/16

then N can be factored in polynomial time.

5 Implementation Attacks

5.1 Bleichenbacher’s Attack on PKCS1

Let N be an n-bit RSA modulus and M be an m bit message with m < n.
Before applying RSA encryption it is natural to pad the message M to n bits
by appending random bits to it. An old version of a standard known as Public
Key Cryptography Standard 1 (PKCS 1) uses this approach.

After padding, the resulting message is n bits long and is directly encrypted
using RSA. The initial block containing ”02” is 16 bits long and is there to
indicate that a random pad has been added to the message. When a PKCS 1
message is received by Bob’s machine, an application (e.g., a Web browser) de-
crypts it, checks the initial block, and strips off the random pad. However, some
applications check for the ”02” initial block, and if it is not present, they send
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back an error message saying ”invalid ciphertext”. Bleichenbacher[4] showed
that this error message can lead to disastrous consequences:

Suppose Marvin intercepts a ciphertext C intended for Bob and wants to
decrypt it. To mount the attack, Marvin picks a random r ∈ Z∗

N , computes
C ′ = rC mod N , and sends C ′ to Bob’s machine. An application running
on Bob’s machine receives C ′ and attempts to decrypt it. It either responds
with an error message or does not respond at all (if C ′ happens to be properly
formatted). Hence, Marvin learns whether the most significant 16 bits of the
decryption of C0 are equal to 02. In effect, Marvin has an oracle that tests for
him whether the 16 most significant bits of the decryption of rC mod N are
equal to 02, for any r of his choice. Bleichenbacher showed that such an oracle
is sufficient for decrypting C.

5.2 Remote Timing Attacks

David Brumley and Dan Boneh[7] present an attack upon OpenSSL, the most
widely used open source SSL library. The OpenSSL implementation of RSA is
highly optimized using Chinese Remainder, Sliding Windows, Montgomery mul-
tiplication, and Karatsubas algorithm. David Brumley and Dan Boneh utilize
the time difference caused by Montgomery multiplication.

Montgomery reduction transforms a reduction modulo q into a reduction
modulo some power of 2 denoted by R. The Montgomery form of number x
is simply xR mod N . At the end of the exponentiation algorithm the output
is put back into standard (non-Montgomery) form by multiplying it by R−1

mod q. If the output cR is greater than q, one subtracts q from the output, to
ensure that the output xR is in the range [0, q). This extra step is called an
extra reduction and causes a timing difference for different inputs. Schindler
noticed that the probability of an extra reduction during an exponentiation Cd

mod q is proportional to how close C is to q [21]. Pr[Extra Reduction] = (C
mod q)/(2R).

Consequently, as C approaches either factor p or q from below, the number
of extra reductions during the exponentiation algorithm greatly increases. At
exact multiples of p or q, the number of extra reductions drops dramatically.
By detecting timing differences that result from extra reductions one can tell
how close C is to a multiple of one of the factors.

Then one may build approximations to q that get progressively closer as
the attack proceeds and send it to be decrypted by OpenSSL using CRT. The
approximations are improved by learning bits of q one at a time, from most sig-
nificant to least. The process is called a binary search of q. After recovering the
half-most significant bits of q, one can use Coppersmith’s algorithm to retrieve
the complete factorization. David Brumley and Dan Boneh[7] have done several
experiments on OpenSSL to show the effectiveness and efficiency of their attack
on it.
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5.3 Bug Attacks

Eli Biham, Yaniv Carmeli and Adi Shamir[3] present a new kind of cryptan-
alytic attack which utilizes bugs in the hardware implementation of computer
instructions, namely LTOR or RTOL word multiplication. They assume bugs
almost always happen in the multiplication of large integers composed of tens of
words and whenever one word multiplication such as the multiplication of word
a in integer x and b in y is wrong, the product xy must be incorrect. Thus, they
find CRT-RSA can be broken with one chosen ciphertext as follows.

Suppose bugs appear in the multiplication of a certain word a and a certain
word b. The attacker first find an integer between q and p with large probability,
for example x

√
Ny and find another integer C close to that which contains both

word a and word b. Then in the CRT-RSA, computing the exponentiations of
C modulo p and modulo q. Only one of the two exponentiations is correct based
on Eli Biham, Yaniv Carmeli and Adi Shamir’s assumption about bugs and the
original fault attack can then be mounted.

Additionally, they present attacks on RSA without using CRT, which re-
quires a large number of ciphertexts. Those attacks do a binary search for the
private key d. The approximation of d′ is improved through the response of
a decryption oracle which is the incorrectness of the decryption result in plain
RSA or the rejection of the ciphertext in OAEP-RSA.

6 Conclusion

This survey covers some typical attacks on RSA encryption in last thirty years
and categorize them in weak private exponents, weak public exponents, partial
key exposure and implementation attacks. Through them, we will find some
new trends in the study of RSA attacks.

One is the use of Coppersmith’s algorithm. Despite of the implementation
attacks, most of the RSA cryptanalyses in the late 10 years are relying on a
heuristic Coppersmith type approach. Following the remarks of Dan Boneh[5]
who concluded that ”a study of the underlying mathematical structure is insuf-
ficient”, recently researchers do try to use mathematical tool to explore RSA.
In a survey[16] on Coppersmith’s method in 2010, one will see the method is
penetrating all kinds of cryptanalyses of RSA; even the difficulty of computing
the secret exponent d from the public information N, e is somewhat addressed
through this way.

The other is the focus on the partial key exposure attack. Rather than
breaking RSA, the partial key exposure attack tries to identify the level of the
security RSA and its parameter have. [22][11][23][12][18][1][19][20] are typical
papers in the late 10 years of studies on the partial key attack which are not
fully covered in this survey due to the limited space of this article. Readers
interested in the partial key exposure attack may refer to them for details.

The first twenty years of RSA have led to a number of fascinating algorithms
while the late 10 years rely heavily on only one method: Coppersmith’s method.
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My hope is that the next 10 years produce more beautiful algorithms and more
insightful strategies toward a better Coppersmith’s method in the multivariate
case.
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